Digital Data Transmission: Efficient and Secure Communication

Data compression plays a fundamental role in the efficient transmission of digital information. Its theoretical foundations were established by Claude Shannon, who demonstrated that the ultimate limit of any compression method is determined by the entropy of the data source.

Modern lossless compression algorithms are already highly effective, but further improvements can be achieved by exploiting previously transmitted related messages shared between sender and receiver. In this case, compression efficiency is no longer limited by entropy alone, but by conditional entropy, enabling better performance through shared knowledge.

At the same time, secure communication remains essential. Encryption techniques from cryptology protect privacy by introducing randomness into messages, which can conflict with the goals of compression. However, recent research shows that combining compression and cryptographic methods can produce systems that are both efficient and secure.

This talk presents recent advances in digital data transmission, focusing on the recent improvements in data compression and briefly mentioning the integration of compression and security for efficient and protected communication.
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